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Technology brings home facilities moulded with some troubles. Under the ongoing
process of development those troubles demands for new research and development of
new technology. Internet, Mobile, Telecommunication, Electronic documentation are the
middle aged technology which comes with many security problems such as secret data
communication, copyright protection, ownership of document and many more. These
security problems were tried to be sorted out through cryptography and steganography.
This thesis is purely steganographic work where digital documents in the form of images
are taken as input and converted to signals. Those signals are transformed through image
coding techniques into frequency domain. Frequency coefficients are embedded based on
required payload and selected band. That stego-image is authenticated for the sake of
copyright protection, ownership identification or ownership verification. The secret
transmitted through stego-image is extracted to regenerate the secure message. This
technology facilitates to achieve security with a permissible degradation of quality of
stego-image. The results of the work proposed are computed and compared with
statistical tests to verify the quality of the schemes. The cover document/image when
compared with stego-document/image through human visual perception mechanisms
approved all the technique. As the human vision is a complex neurophysiological process
it varies human to human, thus few statistical parameters are also computed for all the
proposed techniques to justify the usefulness of the work. This thesis is a collaboration of
steganography and image coding were five different types of transform techniques are
applied followed by embedding to ensure the authenticity. The transform techniques used
are to convert image from spatial domain into its frequency coefficients like cosine
transform, Z-transform, Haar wavelet transform, G-Let transform, Hough transform and
Daubechies wavelet transform for the purpose of secret message transmission, copyright
protection and self document authentication.

In modern society where facts in the form of data or information appears maximum
times in digital form, likewise image, audio, video and text documents, needs a strong
security. This security may demand authenticity, legitimacy, copyright protection,
document authentication, ownership verification, or secret message transmission through
unsecured communication channel. To protect the facts in any of the digital domain
proposed steganographic algorithms are available in research domain.

The objective of the proposed work is to implant techniques of steganography in
frequency domain through image coding. Varieties of recently developed image coding
techniques were used for generating algorithms of authentication. All the image coding
used in this proposed work are discrete in nature and based on non convoluted image
coding techniques to develop the novel techniques of document authentication. The
image coding and decoding techniques used in this thesis are Cosine transform, Z-
transform, Haar wavelet transform, G-Lets transform and Daubechies wavelet-transform
for document authentication. The main objectives of this proposed work are-
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o Making complex image coding systems as easy to implement as possible in terms
of computation by compromising the computational environment making few
parameters predetermined.

o Fabricating and implementing novel steganographic techniques for document
authentication in frequency domain by using discrete transform image coding in
two ways. Design these techniques in a manner so to provide secret message
transmission and ownership verification both.

o Design the techniques in a manner to overcome the flaws and false generation of
secret messages.

o Compare the proposed techniques with existing techniques with respect to
parameters such as mean square error, peak signal to noise ratio, image fidelity,
universal quality index and structural similarity index measurement to find out the
most optimal technique.

Twelve document authentication techniques are proposed on the basis of five different
image coding technique, the names were ‘Traditional DCT’, ‘AINCDCT’,
‘IAHTSSDCT’, ‘IAZT’, ‘IAHZ’, ‘WTSIC’, ‘ATFDWT’, ‘TISAWFD’, ‘ATGT’,
‘AHSG’, ‘ATFDD’ and ‘AHSDT’. Such techniques can work for both document
authentication and secret message transmission.

Traditional DCT: A novel discrete cosine transform based secret message transmission
technique for document authentication, where image is converted into DCT
coefficients through traditional discrete cosine transform technique followed by
embedding and reverse computation.

AINCDCT: A novel non-convoluted discrete cosine transform based secret message
transmission technique for document authentication, where non-convoluted DCT
frequency coefficients of gray scale images are computed and acted as carrier of secret
message followed by adjustment. Gray scale images are transformed in a non-
convoluted manner prior to embedding.

IAHTSSDCT: A novel non-convoluted discrete cosine transform based work on gray
scale images. Were the cover image passes through Hough transformation based on a
hash function to generate unique signature treated as secret watermark. DCT
coefficients of 2 x 2 masks are generated in a form of matrixes in a non overlapping
row major order of the cover image. The third AC coefficient of every mask is
selected as a carrier of the secret invisible watermark followed by adjustment for self
authentication.

IAZT: A novel discrete Z- transform based secret message transmission technique for
document authentication, where Z frequency coefficients of gray scale images are
acted as carrier of secret message. Z frequency coefficients computed prior to
embedding in the form of a + jb, by evading complex trigonometric computations. The
technique shows best performance while embedding secret in real or imaginary
coefficients of HF band followed by adjustment, termed as, ‘IAZT-Real HF’ and
‘IAZT- Imaginary HF’ respectively.
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IAHZ: A novel non-convoluted Z- transform based self authentication of documents
achieved, where secret image/watermark is generated through Hough transform of the
VF band of cover image after forward Z transform. The Hough transform generates
the butterfly like signature of the VF band coefficient values. No external information
is required for embedding or authentication. The selected coefficients for embedding
were real or imaginary Z- coefficients and termed as ‘lIAHZ-Real’ and ‘IAHZ-
Imaginary’.

WTSIC: A novel authentication technique, where discrete Haar wavelet coefficients
through forward Haar transformation are generated based on non-overlapped 4 x 4
mask, in the form of two dimensional matrixes in a row major order and represented in
four quadrant labelled as A-band’, ‘V-band’, ‘H-band’ and ‘D-band’. Out of four,
three bands were embedded with external information for secret transmission and
document authentication.

ATFDWT: A novel non convoluted discrete Haar wavelet based authentication
technique, where coefficients are generated based on non-overlapped 2 x 2 mask, in a
row major order and represented in four quadrant labelled as A-band’, ‘V-band’, ‘H-
band’ and ‘D-band’. Out of four, three bands were embedded with external
information followed by adjustment for secret transmission and document
authentication.

TISAWFD: A novel non convoluted discrete Haar wavelet transform based self
authentication technique proposed for document authentication without external
information. The information for self authentication captured automatically from
secret cameras or CCTV footage. From this information captured through secret
cameras or CCTV footage, iris are fetched and enhanced through scaling. Iris images
are then transformed into signature through Hough transform and hide itself inside the
documents/images in any of the three frequency components generated by Haar
wavelet transform using a secret key and a hash function.

ATGT: A novel discrete G-Let based secret message transmission techniques for
document authentication proposed in D3 and D4 domain termed as ATGT-D3 and
ATGT-D4. This authentication technique works on gray scale images using 2 x 2
mask based window in row major order. The rotation G-Lets of degree greater than
zero and less than 360 were used for embedding and adjustment.

AHSG: A novel discrete G-Let based self document authentication proposed in D3 and
D4 domain termed as AHSG-D3 and AHSG-D4. This authentication technique works
on gray scale images using 2 x 2 mask based window in row major order. The
reflection G-Lets of degree greater than zero and less than 360 were used for
embedding and adjustment.

ATFDD: A novel discrete Daubechies transform based secret message transmission
techniques for document authentication works on gray scale images using a 4 x 4 non
overlapping mask based window in row major order. Every mask generates four
frequency bands of 2 x 2 each after forward Daubechies transformation. The four
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bands generated after forward Daubechies transformation are ‘Average band’ with low
frequency coefficients, ‘Vertical band’ and ‘Horizontal band’ with middle frequency
coefficients and ‘Diagonal band’ with higher frequency coefficients. The coefficients
of every band are equally eligible to act as a pocket for secret bits, here third
coefficient of all the four bands are selected to store secret bits followed by reverse
computation to generate stego-image.

AHSDT: A novel discrete Daubechies transform based self document authentication
technique without external information with varying payload proposed. Where the
information for self authentication taken automatically from the DF-band of cover
image as converted into Hough transforms generated butterfly signature. This butterfly
signature hides itself inside the document/image in any of the bands except AF-band
computed from the cover document/image through forward Daubechies wavelet
transformation.

For the formulation of the results twenty gray scale and twenty color images were used in
the thesis. All the images were of 512 x 512 in dimension. The results are computed to
analysis the evaluation of the techniques. The analytical measurements used are the mean
square error, peak signal to noise ratio, image fidelity, universal quality index and
structural similarity index measurement. The visual parameter for quality analysis is
histogram. The analysis of original and embedded histogram of image proves the
evaluation of techniques visually.

The performance analyses of the ten proposed techniques were shown in figure 1 and
domain wise best technique performance were shown in figure 2 on the basis of PSNR
value calculated in decibel.
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Figure 1: Performance analysis of proposed technique(s) in terms of PSNR (dB) versus
payload
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Figure 2: Performance analysis of Daubechies wavelet transform, G-Let transform,
Haar wavelet-transform, Z-transform and Cosine Transform based
authentication technique with varying payload in bpB

On comparison among all the proposed techniques five best authentication technique
are seen one each from different transform domain. It is seen that self authentication
techniques are far more robust in nature than external secret embedding based
authentication techniques. Authentication techniques proposed in the thesis are of
varying tolerance level shown with respect to payloads. All best five techniques from
each transform domain are shown in graph plotted in figure 3.
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Figure 3: PSNR plotted versus payloads for five different transform based
authentication techniques
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For the payload of 0.5 bpB the sequence of transform domain in ascending order
based on performances by the value of PSNR calculated in decibel are shown in figure 4.
It shows that for the lowest payload of 0.5 bpB, Haar wavelet transform based
authentication technique performs the worst and the G-Let transform based
authentication technique performs the best out of the entire five transform domain based
authentication techniques.

Haar wavelet transform = DCT - Daubechies transform = Z-transform
- G-Let transform

Figure 4: Performance of transform domain in ascending order for 0.5 bpB of payload

For the payload of 1.0 bpB the sequence of transform domain in ascending order
based on performances by the value of PSNR (dB) are shown in figure 5. It shows that
for the payload of 1.0 bpB, discrete cosine transform based authentication technique
performs the worst and the Daubechies transform based authentication technique
performs the best out of the entire five transform domain based authentication
techniques. It is also seen that Haar wavelet transform based authentication techniques
perform better than Z-transform based authentication techniques.

DCT = Haar wavelet transform = Z-transform = Daubechies transform
- G-Let transform

Figure 5:  Performance of transform domain in ascending order for 1.0 bpB of payload

For the payload of 1.5 bpB the sequence of transform domain in ascending order
based on performances by the value of PSNR (dB) as shown in figure 6. It is seen that for
the payload of 1.5 bpB, discrete cosine transform based authentication technique
performs the worst and the Daubechies wavelet transform based authentication technique
performs the best out of the five transform domain based authentication techniques. It
also seen that Z-transform based authentication techniques perform better than Haar
wavelet transform based authentication techniques. Thus as the payload increases from
1.0 bpB to 1.5 bpB the transform domain changes its position in the run of betterment.

DCT = Z-transform = Haar wavelet transform = G-Let transform

- Daubechies transform

Figure 6: Performance of transform domain in ascending order for 1.5 bpB of payload

For the payload of 2.0 bpB the sequence of transform domain in ascending order
based on performances by the value of PSNR are shown in figure 7. It is seen that for the
payload of 2.0 bpB, discrete cosine transform and Z-transform based authentication
technique losses its tolerance level and the performance is worst, that of Daubechies
transform based authentication technique performs the best among the other transform
domain based authentication techniques. It is also seen that for 2.0 bpB of payload Haar
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wavelet transform based authentication techniques and G-Let transform based
authentication techniques perform very similar.

DCT - Z-transform = Haar wavelet transform = G-Let transform
- Daubechies transform

Figure 7:  Performance of transform domain in ascending order for 2.0 bpB of payload
or higher

For the higher payload of 2.5 bpB or 3.0 bpB the tolerance levels of discrete cosine
transform, Z-transform, Haar wavelet transform and G-Let transform based
authentication techniques decrease below 30 PSNR calculated in decibel whereas
Daubechies wavelet transform based authentication shows performances above 34 dB.
From these discussions it may be concluded that for lower payload the G-Let transform
based document authentication techniques are superior then other, whereas, for higher
payload Daubechies transform based document authentication techniques perform the
best.

The proposed techniques described in the thesis are all worth in their domain based on
the payload and capacity of tolerance. Twelve techniques of document authentication
proposed in the thesis are ‘Traditional DCT’, ‘AINCDCT’, ‘IAHTSSDCT’, ‘IAZT’,
‘IAHZ’, ‘WTSIC’, ‘ATFDWT’, ‘TISAWFD’, ‘ATGT’, ‘AHSG’, ‘ATFDD’ and
‘AHSDT”’ categorized under five sections. The comparison of all the techniques with few
existing techniques are shown in table 1 and the graphical representation of the same are
shown in figure 8.

Table 1.Comparison among proposed and existing techniques for varying payload(s)

Technique Payload (bpB) | PSNR (dB)
Yen Shun Chen (2010) - 26.90
Li’s method (2008) 0.13 28.68
SCDFT (2008) 0.12 30.10
Piyu Tsai T8 (2012) 0.0117 31.96
Luo’s method (2011) 0.3 41.16
Traditional DCT (2011) 0.5 44.69
AINCDCT (2011) 0.5 45.61
IAHTSSDCT (2011) 0.5 46.49
IAZT Imaginary HF (2013) 0.5 51.91
IAHZ Imaginary coefficients(2014) 0.5 52.21
WTSIC (2010) 0.5 42.28
ATFDWT (2011) 0.5 42.43
TISAWFD (2011) 0.5 43.12
ATGT - D4 0.5 54.15
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Technique Payload (bpB) | PSNR (dB)
AHSG — D4 (2013) 0.5 54.17
ATFDD 0.5 49.10
AHSDT 0.5 48.82
AINCDCT (2011) 1.0 32.53
IAHTSSDCT (2011) 1.0 36.35
IAZT Imaginary HF(2013) 1.0 39.38
IAHZ Imaginary coefficients(2014) 1.0 41.16
WTSIC (2010) 1.0 39.58
ATFDWT (2011) 1.0 39.69
TISAWFD (2011) 1.0 40.64
ATGT- D4 1.0 46.97
AHSG - D4 (2013) 1.0 46.59
ATFDD 1.0 46.42
AHSDT 1.0 46.04
WTSIC (2010) 1.5 38.02
ATFDWT (2011) 1.5 38.16
TISAWFD (2011) 1.5 39.04
ATGT - D4 1.5 40.74
AHSG - D4 (2013) 1.5 39.94
ATFDD 1.5 40.03
AHSDT 1.5 41.29
WTSIC (2010) 2.0 32.78
ATFDWT (2011) 2.0 32.84
TISAWFD (2011) 2.0 34.62
ATGT - D4 2.0 34.64
AHSG - D4 (2013) 2.0 33.53
ATFDD 2.0 39.50
AHSDT 2.0 40.76
ATFDD 2.5 33.01
AHSDT 2.5 35.86
ATFDD 3.0 31.06
AHSDT 3.0 34.64
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