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      The rapid advancement of communication system enables easier transmission of materials 

such as text, image, audio and video over the public network. The private information might 

be destroyed, tampered, copied or altered by the impostor in the unrestricted domain. In 

effect, important information such as secret message, corporate data etc. are to be protected 

from any such illegal manipulation or malicious attacks. Therefore, security has becomes as 

much as important in today’s world. Information hiding is the art of fabricating secret 

information into the cover media by keeping the fidelity near equal to original one.  

      Two prominent areas of information hiding processes are steganography and 

watermarking respectively. Steganography reveals the mechanism of fabricating the secret 

messages into the carrier media in which the fabricated secret information is the object of 

communication. Digital watermarking also fabricate secret information into the digital media 

however, digital watermarking focuses mainly on the copy-right protection and 

authentication of digital content. The digital watermarking can further be classified into 

fragile, semi-fragile and robust categories. The major application of fragile watermarking is 

authentication and integrity verification of digital images, wherein the fabricated watermark 

is expected to be destroyed when the attacks are mounted on the host media. Cryptographic 

techniques such as message digest or digital signature can also be used for authentication. 

Semi-fragile watermarking techniques aim at detecting malicious alterations on an image, 

while allowing tolerable manipulations such as lossy-compression. A digital watermark is 

said to be robust, if it resists certain class of transformations. Robust watermarking may be 

used in copy-right protection applications to carry copy and no access control information. 

For a “fragile” image authentication, a single bit error in the hidden watermark leads to a 

totally different authenticator, however, for a “semi-fragile” image authentication the 

authenticator does not altered at all. Due to the high sensitivity against malicious attacks, 

“fragile” watermarking is one of the suggestive solutions to verify the authenticity however, 

“semi-fragile” watermarking based authentication reveal the sensitive nature to content 

modification and serious image quality distortion. The latter one is ideally independent on the 

logical content-based, non-variant relation among image pixels. Watermark can be inserted 

into a cover media in two different domains: Spatial and Transform.  

      The basic characteristics of watermarking are robustness imperceptibility and payload. 

The payload is nothing but the measure of the embedded information into the cover media. 

Imperceptibility concerns the visual inability to detect the secret information, and robustness 

refers to the ability to resist visual/geometrical attacks. However, there is a tradeoff among 
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these characteristics. Spatial-domain techniques are implemented easily but suffer from the 

lack of security and robustness against image processing attacks such as filtering, blurring, 

noise addition and compression etc. On the contrary, transform domain techniques offer 

improved security and high robustness against such attacks. However, proposed 

watermarking schemes are basically designed for authentication purpose and hence, the 

payload and imperceptibility is considered as the primary issues. 

      It is seen that most of the existing watermarking techniques are applicable for gray-scale 

images. On the contrary, embedding in color images could be an effective choice since the 

use of color images as cover media ensured better transparency and higher payload. In 

addition, it has been observed that the major application of watermarking is copy-right 

protection. In contrast, very few of the researches have chosen watermarking as a solution of 

authentication. Watermarking based on Slant Transform (ST), Contourlet Transformation 

(CT) and Discrete Cosine Transformation (DCT) used selective components for secret bits 

insertion which effects high robustness, low payload and significant quality distortion. The 

trade-off between payload and image quality can be maintained by choosing the block size as 

2 x 2 or 1 x 2 which in turn provides the payload values in the range [0.5 – 3 bpB] with 

acceptable quality distortion in the output watermarked images. It is seen that DCT based 

watermarking scheme deals with fractional coefficients which ensures floating-point 

calculation and makes an operation slower. It could be avoided by introducing such 

transforms which ensured real transformed matrices as output with respect to real pixel 

matrices as input. Most of the watermarking schemes in transform domain suffer from 

overflow and underflow which could be avoided by using pixel adjustment process prior to 

embedding. Sometimes, an additional re-adjustment operation may also be incorporated to 

avoid overflow and underflow situations. The re-computed pixel components become non-

negative and fall into the range [0, 255]. 

      The main objectives of this thesis are: 

 To introduce color image based authentication which will ensure the integrity and 

authenticity of color images. 

 To investigate the limitations of existing watermarking schemes and to overcome 

the limitations in terms of image quality and payload. 

 To design and develop new schemes to improve the enhancement of watermarked 

images quality.  
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 To enhance the security of embedded information by fabricating the watermark in 

transform domain. 

 To enhance payload by maintaining the tradeoff between quality and payload. 

 To improve the quality based on genetic algorithm based optimization/quality 

enhancement scheme. 

 To avoid overflow and underflow conditions 

 To ensure only real valued calculations 

 In this thesis, fragile watermarking techniques have been proposed for color image 

authentication based on Discrete Hartley Transform (DHT), Legendre Transform (LT), 

Binomial Transform (BT), Stirling Transform (ST) and group of linear transformations for 

dihedral group of order 4 (G-lets D4), respectively. The techniques are namely, the 

watermarking based on Discrete Hartley Transform (WDHT), watermarking based on 

Legendre Transform (WLT), watermarking based on Binomial Transform (WBT), 

watermarking based on Stirling Transform (WST) and watermarking based on G-lets D4 

domain (WGD4) respectively. Two novel techniques corresponding to each transform has 

been proposed for 2 x 2 and 1 x 2 sub-blocks. In addition, the quality enhancement (QE) and 

Genetic Algorithm based optimization (GAO) have also been elaborated to enlighten the 

post-embedding quality improvement over the above mentioned watermarking techniques. 

Watermarking based on Discrete Hartley Transform (WDHT): The Discrete Hartley 

Transform (DHT) based watermarking is classified into two major sections: 2 x 2 block based 

watermark fabrication using two dimensional Discrete Hartley Transform (2D-DHT) or more 

specifically Separable Discrete Hartley Transform (SDHT) and 1 x 2 block based watermark 

fabrication using one dimensional Discrete Hartley Transform (1D-DHT). The carrier image 

is decomposed into non-overlapping blocks which in succession are converted into transform 

domain based on Discrete Hartley Transform (DHT). The pre-embedding pixel adjustment 

ensures the non-occurrence of overflow and underflow situations. Secret information is 

fabricated into the transformed components to achieve variable payload (0.5 – 3 bpB) with 

minimum degradation in fidelity. Inverse Discrete Hartley Transform (IDHT) is applied on 

each block of embedded components to re-compute the pixel components in spatial domain. 

However, carrying out the process repeatedly, the watermarked image is produced. The 

recipient extract the fabricated secret information based on the reverse operation and the 

authenticity of the secret information is verified through a pair of message digests. 
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Watermarking based on Legendre Transform (WLT): Two novel fragile watermarking 

techniques for 2 x 2 and 1 x 2 blocks have been outlined in Legendre Transform (LT) 

domain. Both schemes achieved payload variation in the range of 0.5 to 3 bpB by keeping the 

quality of the watermarked image as well perceptible; though, its primary concern is to 

authenticate color images. The carrier image is decomposed into sub-image blocks which are 

in turn transformed through Legendre Transform (LT). Watermark (along with a message 

digest) bits are fabricated into the transformed components in variable proportion to achieve 

variable payload and considerable quality distortion in the watermarked image. Applying 

Inverse Legendre Transform (ILT) on embedded blocks, the pixel components are generated 

in spatial domain. The recipient retrieves the watermark (as well as the message digest) 

through extraction operation and another message digest is re-computed to verify the 

authenticity. No overflow or underflow situations are arises during embedding process since 

a pre-embedding pixel adjustment as well as a post-embedding re-adjustment has already 

been incorporated. 

Watermarking based on Binomial Transform (WBT): To verify the authenticity of color 

images, Binomial Transform (BT) based fragile watermarking has been proposed using 

specifications comprising of 2 x 2 and 1 x 2 blocks respectively. Binomial Transform (BT), 

which is basically a self-inverse symmetric transformation, converts the non-overlapping 

blocks of the carrier image into transform domain. Also, the pixel components are adjusted 

prior to embedding to avoid overflow and underflow situations. Secret bits (along with a 

message digest) are concealed into the transformed components based on a predefined 

embedding rule to achieve variable payload by allowing a considerable quality distortion. 

Embedded blocks are re-transformed into the spatial domain through inverse Binomial 

Transform (IBT) which in succession generates the watermarked image. On embedding, if 

the problem of overflow and underflow is re-occurred for some exceptional components, then 

a delicate re-adjustment operation is performed. The recipient retrieves the secret bits through 

the reverse operation and re-computes another message digest which is compared against the 

extracted message digest for authentication. 

 Watermarking based on Stirling Transform (WST): The objective of Stirling Transform 

(ST) based fragile watermarking schemes is to verify the authenticity of color images by 

fabricating varying number of secret bits within perceptible quality of degradation. The cover 

image is decomposed either into 2 x 2 or 1 x 2 non-overlapping blocks which in turn are 

transformed through Stirling Transform (ST). However, the overflow and underflow 
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problems are managed by applying a pre-embedding pixel adjustment process. Watermark 

and the message digest (obtained from the watermark) are embedded into the transformed 

components. The pixel components are re-computed from each block of embedded 

components by applying inverse Stirling Transform (IST). The 1 x 2 block based scheme 

further uses Arnold’s cat map for scrambling of watermark pixel components to enhance the 

security. As Stirling Transform (ST) is highly sensitive against a small modification, the 

overflow and underflow may occur in rare case; however, it can be managed by a re-

adjustment process of embedded components. The decoder extracts the hidden watermark 

and the message digest. Message digest is also re-computed from the extracted watermark 

which in turn is compared with the extracted message digest to verify the authenticity. 

Watermarking based on G-lets D4 domain (WGD4): A group of linear transformations 

projected on a discrete signal is termed as G-lets in the context of group theory. G-lets are 

constructed for the dihedral group of order n (i.e., Dn) that can deal with two types of 

transformations: reflection and rotation. The authentication of color image is carried out 

based on the fragile watermarking schemes based on group of linear transformations for 

dihedral group of order 4 (G-lets D4). The dihedral group of order 4 i.e., D4 is considered as 

the symmetry group of the square in which the vertices are on the unit circle formed at angles 

0, π /2, π, and 3π /2. The watermarking based on group of linear transformations for dihedral 

group of order 4 (G-lets D4) is applicable for 2 x 2 as well as 1 x 2 blocks. The carrier image 

has been decomposed into non-overlapping blocks and then each block is converted into the 

transform domain by applying forward transform in G-lets D4 domain. The message digest 

obtained from the watermark, size of the watermark and the content of the watermark are 

embedded into the transformed components in varying proportion. The pixel components are 

re-computed from each block of embedded components by applying inverse transform in G-

lets D4 domain. The recipient extracts the fabricated message digest, size and content of the 

watermark. Another message digest is computed from the extracted watermark which in turn 

is compared against the extracted message digest to verify the authenticity. 

Quality Enhancement (QE): As a consequence of the incorporation of the Quality 

enhancement technique, the degradation of image quality has been significantly reduced for 

watermarking techniques discussed so far. The enhancement scheme is categorized as 

adaptive quality enhancement and EMD based quality enhancement, respectively. The 

adaptive quality enhancement phase is introduced in between the fabrication and the inverse 

transform phases of the corresponding watermarking process. However, the EMD based 
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quality enhancement is introduced only in the 1 x 2 block based watermarking in WGD4 

domain before the actual embedding is made. It finds the suitable pair of components from a 

set of pairs which offers minimum changes in the pixel components on embedding. 

 Genetic Algorithm based Optimization (GAO): The effectiveness of a watermarking 

scheme is evaluated based on the characteristics such as imperceptibility, payload, robustness 

and bit error rate. A digital watermark is called “fragile” if it fails to be detectable after a bit 

modification. Fragile watermarking is an excellent choice of authenticating digital media 

wherein, the imperceptibility and payload plays the primary role. In general, increasing 

payload might reduce the imperceptibility and robustness whereas, decreasing payload might 

enhance the imperceptibility and robustness. As the characteristics are conflicting among 

themselves, the watermarking is considered to be an optimization problem. In this pretext, 

Genetic Algorithm (GA) has been used to solve the optimization problem. Therefore, the 

distortion of the watermarked images followed by GA optimization is minimized superbly 

over the proposed watermarking schemes prior to optimization.  

Performance of the obtained watermarked images through the above mentioned 

watermarking schemes is measured in terms of widely acceptable features such as payload, 

quality, robustness and imperceptibility, respectively. As the research work is based on 

fragile watermarking, the major emphasis has been given on payload and quality. In general, 

the quality of watermarked images with respect to the original cover images is measured in 

terms of peak signal to noise ratio (PSNR), mean squared error (MSE), image fidelity (IF), 

structural similarity index (SSIM), universal image quality index (UIQ), standard deviation 

(SD) and standard deviation error (SDE), respectively. Simulation results is made at variable 

payload (0.5 – 3 bpB) for twenty different benchmark (BMP) images of dimension 512 × 512 

such as, (i) Lena, (ii) Baboon, (iii) Pepper, (iv) Airplane, (v) Sailboat, (vi) Earth, (vii) San 

Diego, (viii) Splash, (ix) Oakland, (x) Foster City, (xi) Anhinga, (xii) Athens, (xiii) Bardowl, 

(xiv) Barnfall, (xv) Butrfly, (xvi) Bobcat, (xvii) Bodie, (xviii) Bluheron, (xix) Colomtn and 

(xx) Desert, respectively. However, comparative analysis is made for five cover images such 

as Lena, Baboon, Pepper, Airplane and Sailboat as these are widely used in existing schemes. 

The notational representation of quality enhanced (QE) and optimized (GAO) watermarking 

such as for the 2 x 2 block based WDHT scheme are as follows: WDHT_2x2_QE and 

WDHT_2x2_GAO etc. 

      Figure 1 illustrates the investigation of image quality for WDHT_2x2_QE, WDHT_2x2, 

DPTHDI and DGTDHS, respectively.     
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Figure 1. Graphical representation of variation of average PSNR (dB) with respect to payload 

for WDHT_2x2_QE, WDHT_2x2 and Varsaki et al.’s (DPTHDI and DGTDHS ) 

schemes   

      Figure 2 illustrates the variation of average PSNR values for WDHT_1x2_QE, 

WDHT_1x2, WDHT_2x2_QE, DPTHDI and DGTDHS respectively. 

 

Figure 2. Graphical representation of variation of average PSNR (dB) with respect to payload 

for WDHT_1x2_QE, WDHT_1x2, WDHT_2x2_QE and Varsaki et al.’s (DPTHDI 

and DGTDHS) schemes 

      Figure 3 depicts the comparison of average PSNR for WDHT_2x2_GAO and 

WDHT_2x2 against the fixed payload based schemes (DPTHDI and DGTDHS). 
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Figure 3. Graphical representation of variation of average PSNR (dB) with respect to payload 

for WDHT_2x2_GAO, WDHT_2x2 and Varsaki et al.’s (DPTHDI and DGTDHS) 

schemes 

      Figure 4 represents the variation of average PSNR for WDHT_1x2_GAO, WDHT_1x2 

and WDHT_2x2_GAO, DPTHDI and DGTDHS with respect to 0.5 – 3 bpB of payload. 

 

Figure 4. Graphical representation of variation of average PSNR (dB) with respect to payload 

for WDHT_1x2_GAO,WDHT_1x2, WDHT_2x2_GAO and Varsaki et al.’s 

(DPTHDI and DGTDHS) schemes 

      Similarly, the graphical analysis can also be made for rest of the transform domain based 

watermarking schemes. 

25 

30 

35 

40 

45 

50 

0.25 0.5 1 1.5 2 2.5 3 

P
S

N
R

 (
d

B
) 

Payload (bpB) 

WDHT_2x2_GAO 

WDHT_2x2 

DPTHDI_2x2 

DGTDHS_2x2 

25 

30 

35 

40 

45 

50 

0.25 0.5 1 1.5 2 2.5 3 

P
S

N
R

 (
d

B
) 

Payload (bpB) 

WDHT_1x2_GAO 

WDHT_1x2 

WDHT_2x2_GAO 

DPTHDI_2x2 

DGTDHS_2x2 



11 
 

      To summarize the performance of the watermarking techniques without enhancement or 

optimization (WDHT_2x2, WDHT_1x2, WLT_2x2, WLT_1x2, WBT_2x2, WBT_1x2, 

WST_2x2, WST_1x2, WGD4_2x2 and WGD4_1x2), a graphical analysis is made (figure 5) 

against the existing schemes (DPTHDI, Lin et al.’s method, Yang et al.’s method and 

DGTDHS) to investigate the visual clarity (in terms of PSNR) of the watermarked images.  

 

Figure 5. Comparative analysis of PSNR (dB) with respect to payload (bpB) among 

WDHT_2x2, WDHT_1x2, WLT_2x2, WLT_1x2, WBT_2x2, WBT_1x2, 

WST_2x2, WST_1x2, WGD4_2x2, WGD4_1x2, Varsaki et al.’s DPTHDI, Lin et 

al.’s, Yang et al.’s and Varsaki et al.’s DGTDHS schemes 

      In figure 6, the WDHT_2x2_QE, WDHT_1x2_QE, WLT_2x2_QE, WLT_1x2_QE, 

WBT_2x2_QE, WBT_1x2_QE, WST_2x2_QE, WST_1x2_QE, WGD4_2x2_QE and 
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WGD4_1x2_QE has been investigated for the payload range [0.5, 3 bpB]. These schemes are 

compared with Varsaki et al.’s DPTHDI, Lin et al.’s method, Yang et al.’s method and 

Varsaki et al.’s DGTDHS respectively. The quality enhancement is investigated in terms of 

average PSNR for the proposed watermarking schemes for 0.5 to 3 bpB. Lines representing 

the schemes overlap each other up to 2 bpB; afterward, the average PSNR is improved in a 

linear fashion with each scheme giving better result than the immediate preceding scheme in 

the order: WDHT_2X2_QE, WLT_2X2_QE, WST_2X2_QE, WBT_2X2_QE, 

WDHT_1X2_QE, WLT_1X2_QE, WBT_1X2_QE, WST_1X2_QE, WGD4_1X2_QE and 

WGD4_2X2_QE respectively.                                   

 

Figure 6. Comparative analysis of PSNR (dB) with respect to payload (bpB) among 

WDHT_2x2_QE, WDHT_1x2_QE, WLT_2x2_QE, WLT_1x2_QE, 

WBT_2x2_QE, WBT_1x2_QE, WST_2x2_QE, WST_1x2_QE, WGD4_2x2_QE, 

WGD4_1x2_QE, Varsaki et al.’s DPTHDI, Lin et al.’s, Yang et al.’s and Varsaki 

et al.’s DGTDHS schemes 
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      In figure 7, the quality of the optimized schemes such as WDHT_2x2_GAO, 

WDHT_1x2_GAO, WLT_2x2_GAO, WLT_1x2_GAO, WBT_2x2_GAO, WBT_1x2_GAO, 

WST_2x2_GAO, WST_1x2_GAO and WGD4_2x2_GAO are analyzed with respect to 

increasing payload for the range [0.5 – 3 bpB] and are compared against the fixed payload 

based existing schemes (Varsaki et al.’s DPTHDI, Lin et al.’s method, Yang et al.’s method 

and Varsaki et al.’s DGTDHS) respectively. The new arrangements according to the 

performance is represented as per the following order: WDHT_2X2_GAO, 

WLT_2X2_GAO, WST_2X2_GAO, WBT_2X2_GAO, WDHT_1X2_GAO, 

WLT_1X2_GAO, WST_1X2_GAO, WBT_1X2_GAO and WGD4_2X2_GAO, respectively. 

 

Figure 7. Comparative analysis of PSNR (dB) with respect to payload (bpB) among 

WDHT_2x2_GAO, WDHT_1x2_GAO, WLT_2x2_GAO, WLT_1x2_GAO, 

WBT_2x2_GAO, WBT_1x2_GAO, WST_2x2_GAO, WST_1x2_GAO, 

WGD4_2x2_GAO, Varsaki et al.’s DPTHDI, Lin et al.’s, Yang et al.’s and 

Varsaki et al.’s DGTDHS schemes 
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      In figure 8, a comparative analysis has also been made among the proposed watermarking 

schemes prior to quality enhancement/optimization, the quality enhanced watermarking 

schemes (QE) and the GA optimization based watermarking (GAO) schemes in terms of 

predictive PSNR with respect to 0.5, 1, 1.5, 2, 2.5 and 3 bpB of payloads respectively. It is 

observed from the graph that the QE and GAO based schemes does not affect the fidelity up 

to 1 bpB of payload. But, as the payload increases, the QE and GAO based schemes giving 

better results in terms of average PSNR than the proposed watermarking schemes without 

quality enhancement/optimization. Consequently, the distortions of the watermarked images 

are minimized tremendously. 

 

Figure 8. Comparative analysis of predictive PSNR among the watermarking based on 

quality enhancement (QE), GA based optimization (GAO) and the schemes without 

quality enhancement (QE) / GA based optimization (GAO) 

      In this thesis, the major achievement is designing and implementation of fragile 

watermarking schemes for color image authentication. A set of methods have been proposed, 

implemented and tested in the thesis to deal with watermark embedding in transform domain. 

In proposed schemes, color images as the cover ensured better transparency and high payload 

because the watermark information are fabricated separately into the red, green and blue 

channels. Unlike Discrete Cosine Transform (DCT), above mentioned transforms produces 

real transformed matrix from real pixel matrix which ensured less computation time and 

faster execution over floating-point calculations. To minimize the distortion of the 

watermarked images quality, Quality Enhancement (QE) and Genetic Algorithm (GA) has 

been utilized which improves the performance of the watermarking techniques significantly. 
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